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QUESTION 1

Which two configuration settings change the behavior for content-inspected traffic while FortiGate is in conserve mode?
(Choose two.) 

A. IPS failopen 

B. mem failopen 

C. AV failopen D. UTM failopen 

Correct Answer: AC 

 

QUESTION 2

View the exhibit, which contains the output of a diagnose command, and then answer the question below. 

What statements are correct regarding the output? (Choose two.) 

A. This is an expected session created by a session helper. 

B. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address
10.0.1.10. 

C. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address
10.200.1.1. 

D. This is an expected session created by an application control profile. 

Correct Answer: AC 

 

QUESTION 3
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View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below. 

Why didn\\'t the tunnel come up? 

A. The pre-shared keys do not match. 

B. The remote gateway\\'s phase 2 configuration does not match the local gateway\\'s phase 2 configuration. 

C. The remote gateway\\'s phase 1 configuration does not match the local gateway\\'s phase 1 configuration. 

D. The remote gateway is using aggressive mode and the local gateway is configured to use man mode. 

Correct Answer: C 

 

QUESTION 4

Refer to the exhibit, which contains the partial output of a diagnose command. 
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Based on the output, which two statements are correct? (Choose two.) 

A. Anti-replay is enabled 

B. The remote gateway IP is 10.200.4.1. 

C. DPD is disabled. 

D. Quick mode selectors are disabled. 

Correct Answer: AB 

 

QUESTION 5

Which statement is true regarding File description (FD) conserve mode? 

A. IPS inspection is affected when FortiGate enters FD conserve mode. 

B. A FortiGate enters FD conserve mode when the amount of available description is less than 5%. 

C. FD conserve mode affects all daemons running on the device. 

D. Restarting the WAD process is required to leave FD conserve mode. 

Correct Answer: B 

 

QUESTION 6

What configuration changes can reduce the memory utilization in a FortiGate? (Choose two.) 

A. Reduce the session time to live. 

B. Increase the TCP session timers. 
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C. Increase the FortiGuard cache time to live. 

D. Reduce the maximum file size to inspect. 

Correct Answer: AD 

 

QUESTION 7

View the exhibit, which contains the output of a debug command, and then answer the question below. 

Which of the following statements about the exhibit are true? (Choose two.) 

A. In the network on port4, two OSPF routers are down. 

B. Port4 is connected to the OSPF backbone area. 

C. The local FortiGate\\'s OSPF router ID is 0.0.0.4 

D. The local FortiGate has been elected as the OSPF backup designated router. 

Correct Answer: BC 

 

QUESTION 8

Which two statements about the Security Fabric are true? (Choose two.) 

A. Only the root FortiGate collects network topology information and forwards it to FortiAnalyzer. 

B. Only the root FortiGate sends logs to FortiAnalyzer. 

C. Only FortiGate devices with fabric-object-unification set to default will receive and synchronize global CMDB objects
sent by the root FortiGate. 
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D. FortiGate uses FortiTelemetry protocol to communicate with FortiAnalyzer. 

Correct Answer: AC 

Explanation: FortiGate\\'s to Root uses FortiTelemetry (TCP-8013) FortiTelemetry is also used for FortiClient
communication Root Fortigate to FortiAnalyzer uses API (TCP-443) 

 

QUESTION 9

How are bulk configuration changes made using FortiManager CLI scripts? (Choose two.) 

A. When run on the All FortiGate in ADOM, changes are automatically installed without the creation of a new revision
history. 

B. When run on the Device Database, changes are applied directly to the managed FortiGate device. 

C. When run on the Remote FortiGate directly, administrators do not have the option to review the changes prior to
installation. 

D. When run on the Policy Package, ADOM database, you must use the installation wizard to apply the changes to the
managed FortiGate device 

Correct Answer: CD 

CLI scripts can be run in three different ways:Device Database: By default, a script is executed on the device database.
It is recommend you run the changes on the device database (default setting), as this allows you to check what 

configuration changes you will send to the managed device. Once scripts are run on the device database, you can
install these changes to a managed device using the installation wizard. 

Policy Package, ADOM database: If a script contains changes related to ADOM level objects andpolicies, you can
change the default selection to run on Policy Package, ADOM database and can then be installed using the installation
wizard. 

Remote FortiGate directly (through CLI): A script can be executed directly on the device and you don\\'t need to install
these changes using the installation wizard. As the changes are directly installed on the managed device, no option is 

provided to verify and check the configuration changes through FortiManager prior to executing it. 

 

QUESTION 10

View these partial outputs from two routing debug commands: 
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Which outbound interface will FortiGate use to route web traffic from internal users to the Internet? 

A. Both port1 and port2 

B. port3 

C. port1 

D. port2 

Correct Answer: C 

 

QUESTION 11

Exhibits: 
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Refer to the exhibits, which contain the network topology and BGP configuration for a hub. 

An administrator is trying to configure ADVPN with a hub-spoke VPN setup using iBGP. All the VPNs are up and
connected to the hub. The hub is receiving route information from both spokes over iBGP; however, the spokes are not
receiving 

route information from each other. 

What change must the administrator make to the hub BGP configuration so that the routes learned by one spoke are
forwarded to the other spokes? 
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A. Configure an individual neighbor and remove neighbor-range configuration. 

B. Configure the hub as a route reflector client. 

C. Change the router id to 10.1.0.254. 

D. Make the configuration of remote-as different from the configuration of local-as. 

Correct Answer: B 

Explanation: Source: https://community.fortinet.com/t5/FortiGate/Technical-Tip- Configuring-BGP-route-reflector/ta-
p/191503 Source 2: RFC 4456 

 

QUESTION 12

A FortiGate is configured as an explicit web proxy. Clients using this web proxy are reposting DNS errors when
accessing any website. The administrator executes the following debug commands and observes that the n-dns-timeout
counter is increasing: 

What should the administrator check to fix the problem? 

A. The connectivity between the FortiGate unit and the DNS server. 

B. The connectivity between the client workstations and the DNS server. 

C. That DNS traffic from client workstations is allowed by the explicit web proxy policies. 

D. That DNS service is enabled in the explicit web proxy interface. 

Correct Answer: A 

 

QUESTION 13

Which two statements about OCVPN are true? (Choose two.) 

A. Only root vdom supports OCVPN. 

B. OCVPN supports static and dynamic IPs in WAN interface. 
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C. OCVPN offers only Hub-Spoke VPNs. 

D. FortiGate devices under different FortiCare accounts can be used to form OCVPN. 

Correct Answer: AB 

Reference: https://docs.fortinet.com/document/fortigate/6.0.0/cookbook/977344/one-click-vpn-ocvpn
https://docs.fortinet.com/document/fortigate/6.2.9/cookbook/496884/overlay-controller-vpn- ocvpn 

 

QUESTION 14

An administrator has created a VPN community within VPN Manager on FortiManager. They also added gateways to
the VPN community and are now trying to create firewall policies to permit traffic over the tunnel; however, the VPN
interfaces are not listed as available options. 

What step must the administrator take to resolve this issue? 

A. Install the VPN community and gateway configuration to the FortiGate devices, in order for the interfaces to be
displayed within Policy and Objects on FortiManager 

B. Set up all of the phase 1 settings in the VPN community that they neglected to set up initially. The interfaces will be
automatically generated after the administrator configures all of the required settings. 

C. Refresh the device status from the Device Manager so that FortiGate will populate the IPsec interfaces. 

D. Create interface mappings for the IPsec VPN interfaces, before they can be used in a policy. 

Correct Answer: A 

Explanation: 1- Create a VPN Community 2- Install VPN Configuration 3- Add IPsec Firewall Policies 4- Install the
Policies 

 

QUESTION 15

A FortiGate has two default routes: 
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All Internet traffic is currently using port1. The exhibit shows partial information for one sample session of Internet traffic
from an internal user: 

What would happen with the traffic matching the above session if the priority on the first default route (IDd1) were
changed from 5 to 20? 

A. The session would be deleted, and the client would need to start a new session. 

B. The session would remain in the session table, and its traffic would start to egress from port2. 

C. The session would remain in the session table, but its traffic would now egress from both port1 and port2. 

D. The session would remain in the session table, and its traffic would still egress from port1. 

Correct Answer: D 
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