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QUESTION 1

What is the standard port number for the unencrypted IMAP service? 

A. 25 

B. 143 

C. 443 

D. 993 

E. 1066 

Correct Answer: B 

 

QUESTION 2

In a PAM configuration file, a sufficient control allows access: 

A. Immediately on success, if no previous required or requisite control failed 

B. Immediately on success, regardless of other controls 

C. After waiting if all other controls return success 

D. Immediately, but only if the user is root 

Correct Answer: A 

 

QUESTION 3

On a newly-installed mail server with the IP address 10.10.10.1, ONLY local networks should be able to send email.
How can the configuration be tested, using telnet, from outside the local network? 

A. telnet 10.10.10.1 25 MAIL FROM RECEIPT TO: 

B. telnet 10.10.10.1 25 RCPT FROM:admin@example.com MAIL TO: 

C. telnet 10.10.10.1 25 HELLO bogus.example.com MAIL FROM: RCPT TO: 

D. telnet 10.10.10.1 25 HELO bogus.example.com MAIL FROM: RCPT TO: 

E. telnet 10.10.10.1 25 HELO: bogus.example.com RCPT FROM: MAIL TO: 

Correct Answer: D 

 

QUESTION 4
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Which of these tools can provide the most information about DNS queries? 

A. dig 

B. nslookup 

C. host 

D. named-checkconf 

E. named-checkzone 

Correct Answer: A 

 

QUESTION 5

Performing a DNS lookup with dig results in this answer: What might be wrong in the zone definition? 

A. Nothing. All seems to be good. 

B. There\\'s no "." after linuserv.example.net in the PTR record in the forward lookup zone file. 

C. There\\'s no "." after linuserv in the PTR record in the forward lookup zone file. 

D. There\\'s no "." after linuserv.example.net in the PTR record in the reverse lookup zone file. 

E. The "." in the NS definition in reverse lookup zone has to be removed. 

Correct Answer: D 
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QUESTION 6

Which of the following configuration lines will export /usr/local/share/ to nfsclient with read- write access, ensuring that
all changes are straight to the disk? 

A. /usr/local/share nfsclient(rw) written 

B. nfsclient: /usr/local/share/:rw,sync 

C. /usr/local/share nfsclient:rw:sync 

D. /usr/local/share nfsclient(rw,sync) 

E. nfsclient(rw,sync) /usr/local/share 

Correct Answer: D 

 

QUESTION 7

Which subcommands to the openssl command are used in the process of generating a private key and a Certificate
Signing Request (CSR)? (Choose TWO correct answers.) 

A. csr 

B. gencsr 

C. genkey 

D. genrsa 

E. req 

Correct Answer: DE 

 

QUESTION 8

What is the name of the dovecot configuration variable that specifies the location of user mail? 

A. mbox 

B. mail_location 

C. user_dir 

D. maildir 

E. user_mail_dir 

Correct Answer: B 

 

QUESTION 9
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Which command can be used to list all exported file systems from a remote NFS server: 

A. exportfs 

B. nfsstat 

C. rpcinfo 

D. showmount 

E. importfs 

Correct Answer: D 

 

QUESTION 10

With which parameter in the smb.conf file can a share be hidden? A.$ 

Correct Answer: A 

 

 

QUESTION 11

Which of these sets of entries does the following command return? 

A. Entries that don\\'t have a cn of marie or don\\'t have a telephoneNumber that begins with 9. 

B. Entries that have a cn of marie or don\\'t have a telephoneNumber beginning with 9. 

C. Entries that have a cn of marie and a telephoneNumber that ending with 9. 

D. Entries that don\\'t have a cn of marie and don\\'t have a telephoneNumber beginning with 9. 

E. Entries that have a cn of marie or have a telephoneNumber beginning with 9. 

Correct Answer: C 

 

QUESTION 12

Given the following section of a ISC DHCPD configuration filE. 

subnet 192.168.1.0 netmask 255.255.255.0 { 

... 

# Set the default gateway to be used by 
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# the PC clients 

option _____________ 192.168.1.254; 

... 

What keyword is missing in order to provide a default gateway address to clients? 

A. gateway 

B. nexthop 

C. route 

D. routers 

E. transit 

Correct Answer: D 

 

QUESTION 13

The command route shows the following output: 

Which of the following statements is correct? 

A. The network 169.254.0.0 is not a valid route. 

B. The host 194.168.123.5 is temporarily down. 

C. The host route 194.168.123.5 is rejected by the kernel. 

D. The "!H " signals that traffic to the host 194.168.123.5 is dropped. 

E. The network path to the host 194.168.123.5 is not available. 

Correct Answer: C 

 

QUESTION 14

Which command is used to administer IPv6 netfilter rules? 

A. iptables 
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B. iptablesv6 

C. iptables6 

D. ip6tables 

E. ipv6tables 

Correct Answer: D 

 

QUESTION 15

A system monitoring service checks the availability of a database server on port 5432 of destination.example.com. The
problem with this is that the password will be sent in clear text. When using an SSH tunnel to solve the problem, which
command should be used? 

A. ssh -1 5432:127.0.0.1:5432 destination.example. com 

B. ssh -L 5432:destination.example.com:5432 127.0.0.1 

C. ssh -L 5432:127.0.0.1:5432 destination.example.com 

D. ssh -x destination.example.com:5432 

E. ssh -R 5432:127.0.0.1:5432 destination.example.com 

Correct Answer: C 
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