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QUESTION 1

Which two tasks are automated using the Install Wizard on FortiManager? (Choose two.)

A. Preview pending configuration changes for managed devices.

B. Add devices to FortiManager.

C. Import policy packages from managed devices.

D. Install configuration changes to managed devices.

E. Import interface mappings from managed devices.

Correct Answer: AD
https://help.fortinet.com/fmgr/50hlp/56/5-62/FortiManager_Admin_Guide/1000_Device%20Manager/1200 _install_to%20
devices/0400 _Install%20wizard-device%20settings.htm There are 4 main wizards:Add Device: is used to add devices
to central management and import their configurations. Install: is used to install configuration changes from Device
Manager or Policies and Objects to themanaged devices. It allows you to preview the changes and, if the administrator
doesn\\'t agree with the changes, cancel and modify them. Import policy: is used to import interface mapping, policy
database, and objects associated with the managed devices into a policy package under the Policy and Object tab. It
runs with the Add Device wizard by default and may be run at any time from the managed device list. Re-install policy: is

used to perform a quick install of the policy package. It doesn\\'t give the ability to preview the changes that will be
installed to the managed device.

QUESTION 2
A FortiGate is configured as an explicit web proxy. Clients using this web proxy are reposting DNS errors when

accessing any website. The administrator executes the following debug commands and observes that the n-dns-timeout
counter is increasing:

#diagnose test zpplication wad 2200

#diagnose test zpplication wad 104

DNS Stats:

n_dns reqs=878 n_dns_fails= 2 n_dns_timeout=875
n_dns_success=0

n_snd retries=0 n_snd fails=0 n_snd_ success=0 n_dns_overflow=0
n_build fails=0

What should the administrator check to fix the problem?
A. The connectivity between the FortiGate unit and the DNS server.
B. The connectivity between the client workstations and the DNS server.

C. That DNS traffic from client workstations is allowed by the explicit web proxy policies.
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D. That DNS service is enabled in the explicit web proxy interface.

Correct Answer: A

QUESTION 3

What is the purpose of an internal segmentation firewall (ISFW)?

A. It inspects incoming traffic to protect services in the corporate DMZ.

B. It is the first line of defense at the network perimeter.

C. It splits the network into multiple security segments to minimize the impact of breaches.

D. Itis an all-in-one security appliance that is placed at remote sites to extend the enterprise network.
Correct Answer: C

ISFW splits your network into multiple security segments. They serve as a breach containers from attacks that come
from inside.

QUESTION 4

View the exhibit, which contains the output of a diagnose command, and then answer the question below.

# diagnose debug rating

Locale : english

License : Contract

Expiration : Thu Sep 28 17:00:00 20xx

-=- Server List (Thu Apr 19 10:41:32 20xx) -=-

P Weight RTT Flags Packets Curr Lost Total Lost
64.26.151.37 10 45 0 846
64.26.151.35 10 46 0 6806
7.56.3] i 0 .

71 0 4
209.222.147.36 103 0 10°
0
0
0
0

r._';. A !
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]
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208.91.112.194 107 1533
96.45.33.65 144 120
80.85.69.41 7 226 192
62.209.40.74

121.111.236.179

33754
26410 26226

V- R )

Which statements are true regarding the output in the exhibit? (Choose two.)
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A. FortiGate will probe 121.111.236.179 every fifteen minutes for a response.
B. Servers with the D flag are considered to be down.

C. Servers with a negative TZ value are experiencing a service outage.

D. FortiGate used 209.222.147.3 as the initial server to validate its contract.
Correct Answer: AD

A ?because flag is Failed so fortigate will check if server is available every 15 minD- state is | , contact to validate
contract info

QUESTION 5

Which action will FortiGate take when using the default settings for SSL certificate inspection, where the server name
indication (SNI) does not match either the common name (CN) or any of the subject altemative names (SAN) in the
server certificate?

A. FortiGate uses the CN information from the Subject field in the server certificate.

B. FortiGate uses the first entry listed in the SAN field in the server certificate.

C. FortiGate uses the SNI from the user\\'s web browser.

D. FortiGate closes the connection because this represents an invalid SSL/TLS configuration.

Correct Answer: A

#Config firewall ssl-ssh-profile

edit

config https

set sni-server-cert-check [enable* | strict | disable]

Enable: If the SNI does NOT match the CN or SAN fields in the returned server\\'s certificate, FG uses the CN field
instead of the SNI to obtain the FQDN. Strict: If the SNI does NOT match the CN or SAN fields in the returned server\\'s

certificate, FG closes the connection.

Disable: FG does not check the SNI.
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