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QUESTION 1

Which of the following statements are true regarding the SIP session helper and the SIP application layer gateway
(ALG)? (Choose three.)

A. SIP session helper runs in the kernel; SIP ALG runs as a user space process.

B. SIP ALG supports SIP HA failover; SIP helper does not.

C. SIP ALG supports SIP over IPv6; SIP helper does not.

D. SIP ALG can create expected sessions for media traffic; SIP helper does not.

E. SIP helper supports SIP over TCP and UDP; SIP ALG supports only SIP over UDP.

Correct Answer: BCD

QUESTION 2

An administrator has configured two FortiGate devices for an HA cluster. While testing HA failover, the administrator
notices that some of the switches in the network continue to send traffic to the former primary device. The administrator
decides to enable the setting link- failed-signal to fix the problem.

Which statement about this setting is true?

A. It sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a
new master after a failover.

B. It sends a link failed signal to all connected devices.
C. It disabled all the non-heartbeat interfaces in all HA members for two seconds after a failover.

D. It forces the former primary device to shut down all its non-heartbeat interfaces for one second, while the failover
occurs.

Correct Answer: D

Reference: https://kb.fortinet.com/kb/viewContent.do?externalld=FD40860andsliceld=1

QUESTION 3

A corporate network allows Internet Access to FSSO users only. The FSSO user student does not have Internet access
after successfully logged into the Windows AD network. The output of the “diagnose debug authd fsso list\\' command
does not show student as an active FSSO user. Other FSSO users can access the Internet without problems. What
should the administrator check? (Choose two.)

A. The user student must not be listed in the CA\\'s ignore user list.

B. The user student must belong to one or more of the monitored user groups.

C. The student workstation\\'s IP subnet must be listed in the CA\\'s trusted list.
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D. At least one of the student\\'s user groups must be allowed by a FortiGate firewall policy.
Correct Answer: AD

https://kb.fortinet.com/kb/documentLink.do?externallD=FD38828

QUESTION 4

Which of the following statements are correct regarding application layer test commands? (Choose two.)

A. They are used to filter real-time debugs.

B. They display real-time application debugs.

C. Some of them display statistics and configuration information about a feature or process.

D. Some of them can be used to restart an application.

Correct Answer: CD

Application layer test commands don\\'t display info in real time, but they do show statistics and configuration info about

a feature or process. You can also use some of these commands to restart a process or execute a change in its
operation.

QUESTION 5

Refer to the exhibit, which contains the output of a debug command.

#§ diagnose hardware sysinfo conserve
memory conserve mode : on
total RAM:

memory used:

Memory freeable:

memory used + freeable threshold extreme:
memory used threshold red:

total
total
total
total
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memory usad threshold green:

If the default settings are in place, what can be concluded about the conserve mode shown in the exhibit?

A. FortiGate is currently blocking all new sessions regardless of the content inspection requirements or configuration
settings due to high memory use.

B. FortiGate is currently allowing new sessions that require flow-based or proxy-based content inspection but is not
performing inspection on those sessions.

C. FortiGate is currently blocking new sessions that require flow-based or proxy-based content inspection.

D. FortiGate is currently allowing new sessions that require flow-based content inspection and blocking sessions that
require proxy-based content inspection.
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Correct Answer: C
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