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QUESTION 1

Which statement about the designated router (DR) and backup designated router (BDR) in an OSPF multi-access
network is true? 

A. FortiGate first checks the OSPF ID to elect a DR. 

B. Non-DR and non-BDR routers will form full adjacencies to DR and BDR only. 

C. BDR is responsible for forwarding link state information from one router to another. 

D. Only the DR receives link state information from non-DR routers. 

Correct Answer: B 

 

QUESTION 2

An administrator has created a VPN community within VPN Manager on FortiManager. They also added gateways to
the VPN community and are now trying to create firewall policies to permit traffic over the tunnel; however, the VPN
interfaces are not listed as available options. 

What step must the administrator take to resolve this issue? 

A. Install the VPN community and gateway configuration to the FortiGate devices, in order for the interfaces to be
displayed within Policy and Objects on FortiManager 

B. Set up all of the phase 1 settings in the VPN community that they neglected to set up initially. The interfaces will be
automatically generated after the administrator configures all of the required settings. 

C. Refresh the device status from the Device Manager so that FortiGate will populate the IPsec interfaces. 

D. Create interface mappings for the IPsec VPN interfaces, before they can be used in a policy. 

Correct Answer: A 

Explanation: 1- Create a VPN Community 2- Install VPN Configuration 3- Add IPsec Firewall Policies 4- Install the
Policies 

 

QUESTION 3

What is the diagnose test application ipsmonitor 99 command used for? 

A. To enable IPS bypass mode 

B. To provide information regarding IPS sessions 

C. To disable the IPS engine 

D. To restart all IPS engines and monitors 

Correct Answer: D 
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QUESTION 4

A corporate network allows Internet Access to FSSO users only. The FSSO user student does not have Internet access
after successfully logged into the Windows AD network. The output of the `diagnose debug authd fsso list\\' command
does not show student as an active FSSO user. Other FSSO users can access the Internet without problems. What
should the administrator check? (Choose two.) 

A. The user student must not be listed in the CA\\'s ignore user list. 

B. The user student must belong to one or more of the monitored user groups. 

C. The student workstation\\'s IP subnet must be listed in the CA\\'s trusted list. 

D. At least one of the student\\'s user groups must be allowed by a FortiGate firewall policy. 

Correct Answer: AD 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD38828 

 

QUESTION 5

Refer to the exhibit, which shows partial outputs from two routing debug commands. 

Which change must an administrator make on FortiGate to route web traffic from internal users to the internet, using
ECMP? 

A. Set the priority of the static default route using port1 to 10. Most Voted 

B. Set the priority of the static default route using port2 to 1. 

C. Set preserve-session-route to enable. 

D. Set snat-route-change to enable. 

Correct Answer: A 

Explanation: ECMP pre-requisite is "routes must have the same destination and costs. In the case of static routes, costs
include distance and priority". In this case traffic is routed through port 1 because of the lower priority. If we raise priority
on port 1 to the value of 10 the traffic should be routed through both ports 1 and 2.
https://docs.fortinet.com/document/fortigate/7.0.1/administration-guide/25967/equal-cost- multi-path 
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