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QUESTION 1

Which ADVPN configuration must be configured using a script on FortiManager, when using VPN Manager to manage
FortiGate VPN tunnels? 

A. Set protected network to all 

B. Enable AD-VPN in IPsec phase 1 

C. Configure IP addresses on IPsec virtual interfaces 

D. Disable add-route on hub 

Correct Answer: B 

 

QUESTION 2

Which of the following statements are true regarding the SIP session helper and the SIP application layer gateway
(ALG)? (Choose three.) 

A. SIP session helper runs in the kernel; SIP ALG runs as a user space process. 

B. SIP ALG supports SIP HA failover; SIP helper does not. 

C. SIP ALG supports SIP over IPv6; SIP helper does not. 

D. SIP ALG can create expected sessions for media traffic; SIP helper does not. 

E. SIP helper supports SIP over TCP and UDP; SIP ALG supports only SIP over UDP. 

Correct Answer: BCD 

 

QUESTION 3

Four FortiGate devices configured for OSPF connected to the same broadcast domain. The first unit is elected as the
designated router The second unit is elected as the backup designated router Under normal operation, how many OSPF
full adjacencies are formed to each of the other two units? 

A. 1 

B. 2 

C. 3 

D. 4 

Correct Answer: B 

 

QUESTION 4
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An administrator has created a VPN community within VPN Manager on FortiManager. They also added gateways to
the VPN community and are now trying to create firewall policies to permit traffic over the tunnel; however, the VPN
interfaces are not listed as available options. 

What step must the administrator take to resolve this issue? 

A. Install the VPN community and gateway configuration to the FortiGate devices, in order for the interfaces to be
displayed within Policy and Objects on FortiManager 

B. Set up all of the phase 1 settings in the VPN community that they neglected to set up initially. The interfaces will be
automatically generated after the administrator configures all of the required settings. 

C. Refresh the device status from the Device Manager so that FortiGate will populate the IPsec interfaces. 

D. Create interface mappings for the IPsec VPN interfaces, before they can be used in a policy. 

Correct Answer: A 

Explanation: 1- Create a VPN Community 2- Install VPN Configuration 3- Add IPsec Firewall Policies 4- Install the
Policies 

 

QUESTION 5

A FortiGate has two default routes: 

All Internet traffic is currently using port1. The exhibit shows partial information for one sample session of Internet traffic
from an internal user: 
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What would happen with the traffic matching the above session if the priority on the first default route (IDd1) were
changed from 5 to 20? 

A. The session would be deleted, and the client would need to start a new session. 

B. The session would remain in the session table, and its traffic would start to egress from port2. 

C. The session would remain in the session table, but its traffic would now egress from both port1 and port2. 

D. The session would remain in the session table, and its traffic would still egress from port1. 

Correct Answer: D 
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