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QUESTION 1

A cloud administrator is upgrading a cloud environment and needs to update the automation script to use a new feature
from the cloud provider. After executing the script, the deployment fails. Which of the following is the MOST likely
cause? 

A. API incompatibility 

B. Location changes 

C. Account permissions 

D. Network failure 

Correct Answer: A 

API incompatibility is the most likely cause of the failure of an automation script to use a new feature from the cloud
provider. API (Application Programming Interface) is a set of rules or specifications that defines how different software
components or systems can communicate and interact with each other. API incompatibility is a situation where an API
does not work or function properly with another software component or system due to differences or changes in
versions, formats, parameters, etc. API incompatibility can cause errors or issues when using an automation script to
deploy or configure cloud resources or services, especially if the script is not updated or modified according to the new
API specifications. 

 

QUESTION 2

A cloud engineer needs to deploy a new version of a web application to 100 servers. In the past, new version
deployments have caused outages. 

Which of the following deployment types should the cloud engineer implement to prevent the outages from happening
this time? 

A. Rolling 

B. Blue-green 

C. Canary 

D. Round-robin 

Correct Answer: C 

A canary deployment is a pattern that reduces the risk of introducing a new software version in production by slowly
rolling out the change to a small subset of users before rolling it out to the entire infrastructure. It\\'s an effective strategy
to 

prevent outages since it allows for monitoring and quick rollback if issues arise without affecting all users. 

References: Canary releases are part of deployment strategies that can help mitigate the risk of outages during
updates, a concept included in the CompTIA Cloud+ curriculum. 
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QUESTION 3

A company has decided to adopt a microservices architecture for its applications that are deployed to the cloud. Which
of the following is a major advantage of this type of architecture? 

A. Increased security 

B. Simplified communication 

C. Reduced server cost 

D. Rapid feature deployment 

Correct Answer: D 

A major advantage of adopting a microservices architecture is rapid feature deployment. Microservices allow for
independent development, deployment, and scaling of individual service components, enabling teams to bring new
features to market more quickly and efficiently compared to monolithic architectures.References: The CompTIA Cloud+
certification covers cloud design aspects, including architectural models like microservices, emphasizing their role in
facilitating agile development practices and rapid feature release cycles in cloud environments. 

 

QUESTION 4

A company\\'s engineering department is conducting a month-long test on the scalability of an in-house-developed
software that requires a cluster of 100 or more servers. Which of the following models is the best to use? 

A. PaaS 

B. SaaS 

C. DBaaS 

D. laaS 

Correct Answer: D 

For testing the scalability of an in-house-developed software that requires a cluster of 100 or more servers,
Infrastructure as a Service (IaaS) is the best model. IaaS provides the necessary computeresources and allows the
engineering department to configure the environment as needed for their specific test without the constraints that might
be present in PaaS or SaaS offerings. References: CompTIA Cloud+ Study Guide (V0-004) - Chapter on Cloud Service
Models 

 

QUESTION 5

A bank informs an administrator that changes must be made to backups for long-term reporting purposes. 

Which of the following is the most important change the administrator should make to satisfy these requirements? 

A. Location of the backups 

B. Type of the backups 

C. Retention of the backups 
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D. Schedule of the backups 

Correct Answer: C 

For long-term reporting purposes, the most critical aspect to consider is the retention period of the backups. This is
because the bank will likely require access to historical data for audit, compliance, and reporting purposes. The
retention policy will need to ensure that backups are kept for the required duration, which may be several years
depending on regulatory and business needs. Adjusting the retention policy will help ensure that the necessary data is
preserved for as long as it is needed, without unnecessary data accumulation that could lead to higher costs and
management complexity. References: CompTIA Cloud+ Certification Study Guide (V0-004) by Scott Wilson and Eric
Vanderburg 
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