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QUESTION 1

Between 11:00 a.m. and 1:00 p.m. on workdays, users report that the sales database is either not accessible, sluggish,
or difficult to connect to. A cloud administrator discovers that during the impacted time, all hypervisors are at capacity.
However, when 70% of the users are using the same database, those issues are not reported. Which of the following is
the most likely cause? 

A. Oversubscription 

B. Resource allocation 

C. Sizing issues 

D. Service quotas 

Correct Answer: A 

The most likely cause of accessibility and performance issues during specific times is oversubscription. This happens
when more users are trying to access the database than the hypervisors can handle, due to their resources being
allocated to more virtual machines or processes than they can efficiently support.References: Resource management
concepts such as avoiding oversubscription are covered under the Management and Technical Operations domain of
the CompTIA Cloud+ exam objectives. 

 

QUESTION 2

A cloud solutions architect needs to design a solution that will collect a report and upload it to an object storage service
every time a virtual machine is gracefully or non-gracefully stopped. Which of the following will best satisfy this
requirement? 

A. An event-driven architecture that will send a message when the VM shuts down to a log- collecting function that
extracts and uploads the log directly from the storage volume 

B. Creating a webhook that will trigger on VM shutdown API calls and upload the requested files from the volume
attached to the VM into the object-defined storage service 

C. An API of the object-defined storage service that will scrape the stopped VM disk and self-upload the required files as
objects 

D. A script embedded on the stopping VM\\'s OS that will upload the logs on system shutdown 

Correct Answer: A 

An event-driven architecture is suited for this scenario, where an event (like a VM shutdown) triggers a function to
execute specific tasks (log collection and upload). This approach is efficient and ensures that the logs are collected and
uploaded to an object storage service every time the VM is stopped, regardless of whether it is a graceful or non-
graceful shutdown. References: CompTIA Cloud+ Study Guide (V0-004) - Chapter on Cloud Delivery Implementations 

 

QUESTION 3

A cloud administrator needs to implement a mechanism to monitor the expense of the company\\'s cloud resources. 
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Which of the following is the BEST option to execute this task with minimal effort? 

A. Ask the cloud provider to send a daily expense report 

B. Set custom notifications for exceeding budget thresholds 

C. Use the API to collect expense information from cloud resources 

D. Implement a financial tool to monitor cloud resource expenses 

Correct Answer: B 

Setting custom notifications for exceeding budget thresholds is the best option to execute the task of monitoring the
expense of the company\\'s cloud resources with minimal effort, as it can automate and simplify the process of tracking
and alerting the cloud administrator about any overspending or wastage of cloud resources. Setting custom notifications
can also help optimize the cost and performance of cloud resources, as it can enable timely and proactive actions to
adjust or optimize the resource allocation or consumption based on the budget limits. References: CompTIA Cloud+
Certification Exam Objectives, page 13, section 2.5 

 

QUESTION 4

An administrator needs to provide a backup solution for a cloud infrastructure that enables the resources to run from
another data center in case of a outage. Connectivity to the backup data center is via a third-party, untrusted network. 

Which of the following is the most important feature required for this solution? 

A. Deduplication 

B. Replication 

C. Compression 

D. Encryption 

E. Labeling 

Correct Answer: D 

When backing up data that will traverse a third-party, untrusted network, encryption is the most important feature to
ensure the confidentiality and integrity of the data. Encryption will protect the data from potential interception or
tampering 

during transit to the backup data center. 

References: CompTIA Cloud+ Guide to Cloud Computing (ISBN: 978-1-64274-282-2) 

 

QUESTION 5

A company that requires full administrative control at the OS level is considering the use of public cloud services. Which
of the following service models would BEST fit the company\\'s requirements? 

A. SaaS 
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B. DBaaS 

C. PaaS 

D. laaS 

Correct Answer: D 

laaS (Infrastructure as a Service) is a public cloud service model that provides access to fundamental compute,
network, and storage resources on demand over the public Internet or through dedicated connections. Customers can
provision and configure these resources according to their needs, and they have full administrative control at the OS
level. This means that customers can install, update, and manage any software or applications they want on the cloud
servers, as well as apply their own security and compliance policies. laaS is suitable for companies that require high
flexibility and customization of their cloud infrastructure, as well as scalability and cost-efficiency. 
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