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QUESTION 1

An administrator must secure the WLC from receiving spoofed association requests. Which steps must be taken to
configure the WLC to restrict the requests and force the user to wait 10 ms to retry an association request? 

A. Enable Security Association Teardown Protection and set the SA Query timeout to 10 

B. Enable MAC filtering and set the SA Query timeout to 10 

C. Enable 802.1x Layer 2 security and set me Comeback timer to 10 

D. Enable the Protected Management Frame service and set the Comeback timer to 10 

Correct Answer: D 

"You then need to specify the comeback timer and SA query timeout. The comeback timer specifies the time that an
associated client must wait before the association can be tried again..." https://www.cisco.com/c/en/us/support/docs/wir
eless-mobility/wireless-lan-wlan/212576-configure-802-11w-management-frame-prote.html 

 

QUESTION 2

DRAG DROP

Refer to the exhibit. Drag and drop the networking parameters from the left onto the correct values on the right.

Select and Place:
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Correct Answer:

The “ip route” and “ip addr show eth1” are Linux commands.

1.

“ip route”: display the routing table

2.

“ip addr show eth1”: get depth information (only on eth1 interface) about your network interfaces like IP Address, MAC
Address information
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QUESTION 3

What is a benefit of using private IPv4 addressing? 

A. Multiple companies can use the same addresses without conflicts. 

B. Direct connectivity is provided to internal hosts from outside an enterprise network. 

C. Communication to the internet is reachable without the use of NAT. 

D. All external hosts are provided with secure communication to the internet. 

Correct Answer: A 

 

 

QUESTION 4

Which feature on the Cisco Wireless LAN Controller when enabled restricts management access from specific
networks? 

A. TACACS 

B. CPU ACL 

C. Flex ACL 

D. RADIUS 

Correct Answer: B 

Whenever you want to control which devices can talk to the main CPU, a CPU ACL is used. 

Note: CPU ACLs only filter traffic towards the CPU, and not any traffic exiting or generated by the CPU. 

Reference: https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/71978-acl-wlc.html 

 

QUESTION 5

Refer to the exhibit. 
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Two new switches are being installed. The remote monitoring team uses the support network to monitor both switches.
Which configuration is the next step to establish a Layer 2 connection between the two PCs? 

A. SwitchA(config)#interface GigabitEthernet0/1 SwitchA(config-if)#switchport access vlan 500 

SwitchB(config)#interface GigabitEthernet0/1 

SwitchB(config-if)#switchport access vlan 500 

B. SwitchA(config)#interface GigabitEthernet0/1 SwitchA(config-if)#switchport mode trunk 

SwitchB(config)#interface GigabitEthernet0/1 

SwitchB(config-if)#switchport mode trunk 
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C. SwitchA(config)#interface GigabitEthernet0/0 SwitchA(config-if)#switchport trunk allowed vlan 500, 550 

SwitchB(config)#interface GigabitEthernet0/0 

SwitchB(config-if)#switchport trunk allowed vlan 500, 550 

D. SwitchA(config)#interface GigabitEthernet0/0 SwitchA(config-if)#spanning-tree portfast SwitchA(config-if)#spanning-
tree bpduguard enable 

SwitchB(config)#interface GigabitEthernet0/0 

SwitchB(config-if)#spanning-tree portfast 

SwitchB(config-if)#spanning-tree bpduguard enable 

Correct Answer: A 

L2 connectivity done : vlans allowed on trunk 1-1005. The next step is to configure the access 
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